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Check Point Connectra
Web Connectivity with Unmatched Security

What is it?

Check Point Connectra is a complete Web Security Gateway that provides both SSL VPN
remote access and integrated Web Security in a single, unified security solution. By combining
both connectivity and security in a single platform, Connectra allows organizations to deploy
SSL VPNs safely and securely, with the peace of mind that comes from with Check Point
proven security technologies. Integrating SSL VPN with Check Point’s Application Intelligence,
Web Intelligence, and SMART (Security Management Architecture), Connectra provides Web
connectivity with unmatched security.

What are the Main Features?

e Secure Web-Based Connectivity
e Integrated Server Security

e Adaptive Endpoint Security

e One-Click Remote SSL Access

Target Market

Primary target includes high-end accounts, enterprise, and mid-size businesses that have the
following characteristics:

e High security consciousness

Currently considering or evaluating SSL VPN solutions

Using IPSec for remote access but want to also want to deploy a clientless solution

Want to extend Extranet access to partners, or extend remote access to more partners
Want to increase productivity by allowing access for Day Extenders (light users who work a
few extra hours a week from home, often on home PC)

Customer Benefits

e Lowers remote access support costs by providing access through any Internet Web
browser

e Increases mobility and productivity of remote users by simplifying remote access

e Ensures Web servers and applications remain secure, even from insecure endpoints

e Stops ID, password, and data theft by scanning for spyware and malware on remote
endpoints

e Integrates into customer’s existing authentication infrastructure

e Simplifies Extranet deployment by SSL-enabling servers and applications without requiring
network or configuration changes

Key Selling Points/Differentiators

e Most secure SSL VPN solution on market

e Built-in Web Intelligence, Application Intelligence, and Stateful Inspection

e SSL Network Extender provides full network-level access for client/server applications
e Delivered with integrated endpoint security from market-leading Zone Labs

One-click remote access for easy extranet deployment

Intuitive, customizable Web portal interface for remote users
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Platforms and Pricing

Model Price ($US) Options

50 Users: $10,000
Connectra 1000 | 100 Users: $15,000 | Endpoint Security
250 Users: $24,000

100 Users: $24,000
Connectra 2000 | 250 Users: $36,000 | Endpoint Security, Dual Power Supply
Unlimited: $54,000

250 Users: $44,000
Connectra 6000 | 500 Users: $60,000
Unlimited: $90,000

Endpoint Security. (Includes SSL
Acceleration and Dual Power Supply)

e All platforms include two 10/100/1000 Mbps Ethernet Interfaces
e Purchase includes one year of SmartDefense Subscription

Alternative Products

Organizations should consider SSL Network Extender running with VPN-1 Pro or VPN-1 Express when:
e The organization currently uses VPN-1 and wants to add SSL VPN to the existing gateway

e There is no need for an integrated user Web portal

e Strong desire for integrated SSL and IPSec VPN solution

Additional Information
e Product Information: http://www.checkpoint.com/products/connectra/index.htmi
e Send email to sales@checkpoint.com
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