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Adaptive Policy Management

Websense software adapts to support your company’s Internet access
policy. Featuring eight different flexible management options,
Websense Enterprise can be highly customized. In addition to
blocking and permitting access, other features include:

Time-based quotas
Balance work-related vs. personal surfing while reducing the burden
on IT. With time-based quotas, you can permit employees to access
non-work-related sites for limited, but appropriate amounts of time.
For example, permit access to banking and shopping sites for up to
20 minutes per day.

Continue/defer

Let users choose to “continue” surfing blocked sites they deem
work-related or “defer” personal surfing to non-work hours.
Deferred sites are bookmarked automatically for employees at
AfterWork.com, a free site hosted and maintained by Websense.

Time of day

All filtering options can be set up by specific time of day. For
example, block access to shopping during business hours and
permit access at all other times.

Customized Internet access policies

Set up Internet access by user, group, department, workstation or
network. For example, customize access by job function, such as
Management vs. Purchasing Department, or set up access for
individuals such as the CEQ or VP of Marketing.

Complete user/group support

Customize access policies based on users and groups as defined in
Windows NT 4, Windows 2000 Active Directory (now with full native
mode support) and LDAP-accessible directory services (iPlanet and

Blue Coat Systems

@ Security Appliance
Employee
Machines
i
C lww

/ Ll

3 Btk Karpwoess

eg: b
Informanon Ted no’“.'!
¢ & ietwmes Comemuricann =l

Websense v4.4.1 enables you to customize policies for different users and groups.

Novell Directory Services). Logs and reports include user and group
names for easy analysis.

“Yes"” lists

When appropriate, use “yes” lists to allow access only to specific
sites. For example, allow the Shipping Department to access only
UPS and FedEx sites.

Intelligent Content Classification
Websense utilizes the most advanced methods of collecting and
classifying Web content (patent pending).

Most comprehensive, accurate database in the industry

More than 3.9 million sites, representing 900 million Web pages
and 44 languages organized in more than 80 categories, provides
comprehensive, accurate, thorough Internet filtering.

Filter by file name and type

Regulate downloads of files by file name or extension, including
streaming audio, video and images. Limit the download of MP3s,
JPEGs and other bandwidth-intensive files on your.

Dynamic database categories
Receive new database categories automatically from Websense as
new topics emerge on the Internet.

Local language category names
For international use, category names are available in Japanese,
Spanish, French, German, Chinese and Korean.
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Advanced filtering with Premium Groups
For advanced Internet management, filter Premium Group categories:

Premium Group I - Productivity Management
Filter out distractions from the workplace by blocking banner ads,
instant messaging sites and other productivity draining sites.

Premium Group II - Bandwidth Management
Manage your bandwidth by filtering out streaming media, online
radio and other bandwidth intensive sites.

Premium Group III - Malicious Web Sites
Add an extra layer of security to your network by blocking sites
infected with malicious mobile code (MMC).

And if you activate SiteWatcher, a free service with PG III,
Websense will automatically scan the home page of your
company’s Web site for MMC.

Optional URL keyword filtering
Enhance filtering by blocking sites whose URLs contain specific words,
such as “sex” and “porn.”

Logging and Reporting
Analyze Internet use at your company with Websense Reporter’s
comprehensive logging and reporting functions.

Report on Internet activity
Choose from 60+ reports, tables and charts, including the most
frequently visited sites and most active users.

Customizable reporting

Modify reports to focus on the information that’s important to your
company.

Report scheduling and delivery

Schedule reports to be produced daily, weekly or monthly, and deliver
them automatically via email.

Internet browse time reports
Produce reports that show the amount of time spent surfing the
Internet by user, category and more.

Local language reports
Create reports in Japanese, French, German, Chinese and Korean.
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Choose from more than 60 report formats.

Easy Administration
Websense is easy to install and maintain, ensuring a quick and
efficient solution for your company.

Transparent user identification

Automatically identify users by Windows user name. Because users are
not required to enter a user name and password for Websense,
user/group identification is completely transparent and easy to
implement. Now supports user names in Japanese, French, German,
Spanish, Chinese and Korean.

Customized block pages

Tailor the page users see when they've requested a blocked site. Create
your own page with your company’s logo and Internet access policy,
edit text on the Websense page or use the default Websense page.

Local language block pages
Default block pages are now available in Japanese, Spanish, French,
German, Chinese and Korean.

Automatic daily updates

Updates to the database are automatically downloaded to your
server every day to ensure you're using the freshest, most reliable
database possible. Only changes and additions are downloaded to
save you bandwidth and time.

Remote administration
Configure Websense from any Microsoft Windows 98, NT, 2000 or Sun
Solaris machine in the network.

Internationalization

For non-English operating systems, Websense works with extended
and double-byte languages such as Japanese, Korean, Chinese and
many others.

Administrative alerting
Receive email notification of important Websense system events.

Policy duration notice
When users request sites that have been blocked, Websense lets them
know if and when access to these sites is permitted.

Easy Deployment in Your Network

Websense Enterprise v4.4.1 is deployed on a separate, dedicated
machine and communicates with the Blue Coat Systems Security
Appliance over the network. Run Websense on Microsoft Windows NT,
Windows 2000, Sun Solaris or Red Hat Linux operating systems.

Blue Coat requirements:

- Blue Coat Systems Security Appliance with SGOS
2.103 or greater or CacheOQS 3.5 or greater

Websense Server requirements:

- Pentium III or greater processor with 256 MB RAM
Microsoft Windows NT 4 Server version (Service Pack 5 or greater),
Windows 2000 Server version (Service Pack 1 or greater) or
Red Hat Linux 6.2 or 7.1 or

- Sun Ultra 10 processor with 256 MB RAM
Sun Solaris 2.6, 2.7 or 2.8

Download a free, fully-functional 30-day trial at www.websense.com today!
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